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General Usage:

The aim of this Acceptable Use Policy (AUP) is to ensure that pupils will benefit from learning
opportunities offered by the school’s internet and online learning resources in a safe and
effective manner. Internet use and access is considered a school resource and privilege.
Therefore, if the school AUP is not adhered to, this privilege will be withdrawn and
appropriate sanctions ~ as outlined in the school’s code of behaviour will be implemented.

This Acceptable Use Policy operates in line with Irish legislation, including the Harassment,
Harmful Communications and Related Offences Act 2020 (Coco’s Law), and promotes the
safe, respectful, and lawful use of digital technologies.

When using the internet, pupils, parents and staff are expected to:

e Treat others with respect at all times.

e Refrain from any conduct or actions that may bring the school into disrepute.

e Respect the right to privacy of all other members of the school community.

e Respect copyright and acknowledge creators when using online content and
resources.

This Acceptable Usage Policy applies to pupils and staff who have access to and are users
of the internet and digital technologies in St Mary’s Special School. It also applies to
volunteers, parents/guardians, carers and all others who use these resources in St Mary’s
Special School.



School Strategy

Pupils will use digital technologies for educational purposes only. The school employs a
number of strategies in order to maximise learning opportunities and reduce risks associated
with internet use and online learning platforms/ resources.

These strategies are implemented under three broad categories:

1. Online
2. Platforms
3. Digital Safety.

1. Online:

1A. Filtering Level:

St Mary’s Special School is connected to the School Broadband Programme that accesses
internet content through a central filtering system.

Allschools are free to choose the level of contentfiltering that is most suitable to their setting
and learners. There are six different levels of filtration. Level 1 is the most restrictive, whilst
level 6 allows for more online open access. More information about filtering can be found at
www.webwise.ie Webwise is the Irish Internet Safety Awareness Centre which is co-funded
by the Department of Education and Youth.

St Mary’s Special School has chosen to implement Level 4 filtering system to allow for
access to Youtube.

Additional strategies have been implemented in order to minimise risk factors
associated with online resources:

Virus protection software will be used and updated on a regular basis.

The use of digital technologies will always be supervised by a teacher.
Microsoft Edge is set as the default search engine on staff devices. This is set
to “safe search”.

Uploading and downloading of non-approved software is not permitted.

An administrator password is required to make software changes to staff
desktops and laptops.



1B. Searching, downloading and browsing websites, software and applications:

St Mary’s Special School recognises and advocates for the high quality teaching and
learning facilitated through use of digital resources such as websites and applications. The
school employs a number of strategies in order to maximise learning opportunities and
reduce risks associated with such media:

New software/ applications will only be downloaded/ installed by an administrator.
Administrator privileges are password protected.

e Website browsing and use of search engines, use of applications and the use of
other digital resources will always be supervised by a teacher.
Pupils will use child- friendly search engines where possible.
Pupils or staff will not intentionally attempt to visit websites or applications that
contain obscene, illegal, hateful or otherwise objectionable materials.

e Staff will report accidental attempted/ successful accessing of inappropriate
materials in accordance with school procedures and in an age-appropriate manner.

St Mary’s Special School permits the installation of accessibility-related software and
browser extensions where required to support a student’s access to education. Such
installations may proceed without the standard administrative delays, provided that they
have been appropriately reviewed and approved in line with the school’s safety and
safeguarding requirements.

1C. Copyright Guidelines:

With the increased use of digital tools to facilitate high quality teaching and learning, pupils
have access to so many different images and other relevant material. However, much of the
internet content of relevance is protected by copyright. In St Mary’s Special School, we
recognise that vital digital literacy skills are to teach pupils about copyright protection.

e TheWebwise Programme, including copyright education, is taught as part of the SPHE
programme.

e FEach year, before commencing use of digital learning platforms for content creation,
teachers will provide simple copyright education and infringement to pupils, in an
ability-appropriate manner. Guidelines for such teaching and learning can be found
at www.webwise.ie



e Pupils will continue to own the copyright on any personal work published on any
school used digital platform.

e Pupils will not copy information into their work and fail to acknowledge the source
(plagiarism and copyright infringement).

1D. School Website & Social Media Accounts

At St Mary’s Special School, we utilize our website and social media account (Instagram)
to foster a sense of community while showcasing school activities to a wider audience.

Pupils may have their projects, artwork, and schoolwork featured on these platforms, in
accordance with school policies and approval processes. The school ensures compliance
with:

Data Protection Act 2018
Circular 0045/2025

Coco’s Law 2020

Content Management & Permissions

Explicit parental/guardian permission is required for any digital media featuring a pupil’s
facial image to be used online. In St Mary’s, we do not post images of children’s faces on
social media. We do collect consents for website photos however. This consent is
currently collected at the beginning of the year and kept on file in the office.

Class teachers will be informed at the start of each school year about pupils who do not
have media permissions and are responsible for ensuring they are not included in website
posts.

To maintain privacy and security, photographs and videos will focus on group activities
rather than individual students whenever possible. This is outside the realm of gathering
evidence of learning for Junior and Senior Cycle students’ digital portfolios.

The Social Media Committee and Website Team will oversee all website and social
media content to ensure it aligns with the school's ethos, does not compromise safety,
and maintains a respectful representation of the school community.



Data Protection & Safety Measures

e Pupil’s work and school-related media will be published only with teacher coordination
and adherence to data protection protocols.

o Personal information such as home addresses and contact details will never be
published.
Pupil names will not be used in image file names, ALT tags, or captions to maintain privacy.
The Website Team and Social Media Committee will regularly review online content for
compliance and appropriateness.

1E. Social Media

St Mary’s Special School acknowledges the value of social media for communication and
engagement. However, to protect pupil privacy, staff, and the school’s reputation, all community
members must adhere to responsible use guidelines.

General Guidelines

e Use of school social media accounts must reflect and advocate for the school’s vision and
ethos.

e Allcontent must comply with the Acceptable Usage Policy, GDPR regulations, and data
protection guidelines.

e Staff and pupils must not use social media, messaging services, or the internet to harass,
impersonate, insult, abuse, or defame others.

e Staff and pupils must not discuss personal information about pupils, staff and other
members of the school community on social media.

e When posting about pupils, the work of pupils and staff, considerable thought should be
given to future outcomes of such posts and repercussions of the person's wellbeing in the
future i.e. possible embarrassment, dislike of the material etc.

e The sharing of school-related photos/videos outside of approved platforms including
personal accounts or third parties is strictly prohibited.

e Any use of pupil work or recordings on personal social media accounts or with third parties
requires explicit consent from the pupil, their parents/guardians, and written approval
from the Board of Management.

Content Review & Posting

e Social Media Committee Oversight:
o Class teachers must submit content (photos/videos) to the lead teacher on the
Social Media Committee.



o Allcontent will be reviewed and approved by the Social Media Committee via the
designated WhatsApp group before being posted.

o Anycontent deemed inappropriate or that receives a parental request for removal
will be promptly deleted.

e Restrictions on Personal Use:

o Staff must not share photographs or videos created in the school or pupil-
related content on any social media accounts not owned by the school without
permission from the Board of Management.

Use of personal social media accounts to represent the school is not permitted.

o Any marketing or commercial activity involving the school community

requires written approval from the Board of Management.

e Commercial Practice and Marketing in the classroom or school

o Any paid partnership between a member of school staff and a commercial business
that requires any part of the agreement to be performed on school premises or with
members of the school community or their work, requires written approval from the
Board of Management. Payment includes financial payment or personal benefit in
kind/gifted items.

o Initiatives promoting commercial activities or materials to schools, pupils, teachers
and parents require written approval from the principal.

2. Platforms
2A: Digital Learning Platforms

The school utilizes digital learning platforms for educational purposes while maintaining strict
compliance with GDPR regulations.

Parental permission must be obtained before students use school digital platforms.
Staff and pupils must not use personal email accounts when engaging with school-
related platforms.

e Staff must not delete or remove content from the school shared resources that is the
intellectual property of the BOM.

e Storage & Security:

o Staff may generate educational content using personal devices, but all content
must be deleted after use.

o Written confirmation of removal of these images will be required at the end of
each school year.

o Media stored for school use will be on password-protected school devices and
deleted when no longer required.



e Pupil Device Use:
o Personal devices may only be used with explicit permission. A guide for parents

on the use of personal devices at home has been developed and can be found in
Appendix 1 of this policy.

2B. Use of Email Accounts
Staff

School email accounts must be used only for school-related activities.

Staff must not use school emails for personal social media accounts, apps, or games.
Staff should report any suspicious or inappropriate emails and avoid opening suspicious
links.

e Staff must ensure that privacy of communication is maintained in line with the school’s
GDPR Policy, particularly when communicating with certain stakeholders e.g.
parents/guardians. Teachers should ‘bcc’ communal communications.

e Allemails and opinions expressed in email are the responsibility of the author and do not
reflect the opinion of the school.

o When a staff member is on extended leave (i.e career break or maternity leave), their email
accounts and Aladdin accounts will be suspended for the duration of their absence.

2C. Capturing and Storing Media
To protect pupil privacy, the school enforces the following measures:

e Photographs/videos of pupils may only be taken and shared with explicit parental
permission.

Media should focus on group activities rather than individuals where possible.

o Staff must delete all media from personal devices after use and provide written
confirmation of deletion at the end of each school year.

e Personal external storage devices require school permission before use.

e Staff must not use personal social media accounts, social media accounts not owned
by the school or third-party websites to post school media or any school documents
which are the intellectual property of the school.

e The use of photography or video taken on school premises on personal social media
accounts requires written permission form the Board of Management. Taking videos or
photos of standardised or diagnostic tests and sharing them outside the school in any
manner is strictly prohibited.

e The use of pupils' work or recordings of pupils' work on personal social media accounts
requires the consent of the pupil and written consent from the parents and the Board of
Management.



e Staff must not use photographs or videos taken in school or use school documents and
resources for personal gain. See section 1E for policy regarding commercial practice and
marketing in the classroom.

e Storage & Protection:

o Allschool-related media must be stored on password-protected devices.
o Contentwill be regularly reviewed and deleted when no longer needed.

2D. GDPR:

St Mary’s Special School complies with The General Data Protection Regulation (GDPR) and
the Data Protection Act 2018, which is legislation on personal data being used and stored.
Personal data relates to information that can directly or indirectly identify a real person. For
further details please refer to our Data Protection Policy.

2E: Tele-Therapy and Remote Instruction Guidelines

Where students participate in tele-therapy sessions or remote instruction, the following
guidelines apply to ensure a safe, respectful, and professional learning environment:

e Purpose and Supervision
Tele-therapy and remote instruction must relate directly to the student’s educational or
therapeutic needs and be approved by the school. Appropriate supervision arrangements
must be in place in line with the student’s profile and needs.

¢ Professional Conduct and Attire
Staff and students are expected to present in a manner appropriate to a school setting.
Clothing should be suitable for a professional educational environment.

¢ Environment and Background
Sessions should take place in a quiet, distraction-free space where possible. Backgrounds
should be neutral and free from inappropriate or personal content.

o Privacy and Confidentiality
All sessions must be conducted in a way that protects the dignity and privacy of the
student. Personal or sensitive information should not be discussed where it may be
overheard by others.

¢ Recording and Sharing
The recording, photographing, or sharing of tele-therapy or remote instruction sessions is
strictly prohibited unless explicit prior consent has been obtained from the school and all
relevant parties, in line with GDPR and safeguarding procedures.

e Use of Approved Platforms
Only school-approved platforms and applications may be used for tele-therapy and
remote instruction to ensure data protection and safeguarding compliance.



« Communication and Boundaries
All communication between staff, students, and families must occur through school-
approved channels. Professional boundaries must be maintained at all times.

3: Internet Safety:

St Mary’s Special School implements the following strategies on promoting safer
use of the internet:

Staff will be provided with training in the area of internet safety.
Pupils will be provided with education in the area of internet safety as part
of our implementation of the SPHE and other curriculum areas.

e Teachers will be provided with continuing professional development
opportunities in the area of internet safety.

e St Mary’s Special School participates in Safer Internet Day activities to
promote safer and more effective use of the internet.

3A: Internet Use:

The use of the internet can provide meaningful learning opportunities and
experiences to pupils. St Mary’s Special School expect that:

e Pupils will notintentionally visit internet sites that contain obscene,
illegal, hateful or otherwise objectionable materials.

e Pupils will be encouraged to report accidental accessing of inappropriate
materials in accordance with school procedures.

e Pupils and staff will be aware that any usage, including distributing or
receiving information, school-related or personal, may be monitored for
unusual activity, security and/or network management reasons.

e Pupils will not download or view any material that is illegal, obscene, and
defamatory or that is intended to annoy or intimidate another person.

e Downloading, by pupils of materials or images not relevant to their
studies is in direct breach of the school’s acceptable use policy.



3B. Personal Devices:

While in general, students should not bring personal devices to school, St Mary’s Special
School acknowledges that in certain circumstances, pupils may be required to bring a
personal device such as a smartphone or AAC device to school.

In these circumstances, the school expects that:

Parents/guardians will contact the class teacher to inform him or her of the reason
that their son/daughter must have a device. This can be done by contacting the
teacher directly or by emailing the office

Pupils who bring personal devices must keep those devices switched off in their bag,
with the exception of any device used for communication. Responsibility for the
safety of the device rests with the owner. Where a SIM-enabled device is required for
medical monitoring purposes (e.g. a glucose monitor connected to a mobile phone),
it is exempt from the ‘switched off and stored in bag’ requirement.

Parents/guardians and pupils understand that unauthorised use of technology in
school, such as leaving a mobile phone/ SIM enabled smart watch turned on without
permission or using it in class, sending nuisance text messages, or the unauthorized
taking of images, still or moving, with a mobile phone/smartwatch or other camera,
is in direct breach of the school’s acceptable use policy.

Pupils and parents/guardians understand that if personal devices are switched on
without permission or used without authorisation, the device will be confiscated to
be collected by the parent from the school office.

A guide to the use of devices for communication has been included in Appendix 1 of
this policy.

3C: Use of Al Tools for Teaching and Learning

Educational Integration and Support for Al use:

St Mary's Special School recognises the potential benefits of Artificial Intelligence
(Al) in education and is committed to its responsible and ethical use within our
learning environment.

St Mary's Special School provides training and professional development
opportunities for teachers to effectively utilise Al tools in their teaching practices,
ensuring they stay up to date with technological advancements.

St Mary's Special School will make necessary adjustments to our school "s adoption
and integration of Al based on review and feedback.



Ethical Use of Al and Data protection:

e School staff and learners receive training on the ethical use of Al technologies,
including understanding data privacy, identifying biases, and verifying Al-generated
information.

e AllAl tools authorised for use in St Mary's Special School comply with data
protection regulations (GDPR).

e Entering personal, sensitive, or confidential data into any Al system without proper
authorisation is strictly prohibited.

e Staff and learners must not use Al in any way to harass, insult, abuse or defame
learners, their family members, staff, other members of the St Mary's Special School
community.

e Staff and learners must not engage in activities involving Al generated material which
might bring St Mary's Special School into disrepute.

e Teachers will attribute Al text and images when used.

e RASE Framework: Oide recommends the RASE Prompting Framework to help
teachers use Generative Al effectively while keeping the educator at the core of the
process.

Sanctions:

St Mary’s Special School will deal with incidents that take place online/ through the use of
digital medias, thatimpact on the wellbeing of pupils or staff under this policy and associated
codes of behaviour and anti-bullying policies. In such cases St Mary’s Special School will,
where necessary, inform parents/guardians/carers of incidents of inappropriate behaviour
and impose the appropriate sanctions. Misuse of the internet/ digital media may result in
disciplinary action, including written warnings, withdrawal of access privileges and, in
extreme cases, suspension or expulsion. The school reserves the right to report any illegal
activities to the appropriate authority.



3D: Digital Consent

In line with best practice and data protection requirements, the school recognises that
students approaching or over 18 years of age may have the capacity to provide informed
consent for the use of digital platforms and services. Where appropriate, and following
careful consideration of the student’s understanding, communication abilities, and overall
capacity, responsibility for digital consent will transition from parent/guardian to the
student. This process will be supported by the school in a gradual and person-centred
manner, ensuring that the student’s rights, safety, and wellbeing remain central at all times.

Conclusion:

This AUP is written for all members of the school community accessing and using digital
technologies in school, or associated mediums/ platforms under school remit, accessed
outside of school.

The school will monitor the impact of the policy using:

e Logsofreported incidents.
e Monitoring logs of internet activity (including sites visited).
e [nternal monitoring data for network activity.



This policy and its implementation will be reviewed periodically by the following
stakeholders: Board of Management and Digital Learning Team coordinated by the
Principal and Deputy Principal.

Ratified by: /ﬁ M




Appendix 1

Supporting Safe and Positive Device Use at Home

Guidance for Parents/Guardians

We recognise that digital devices can play a positive role in supporting communication, learning and regulation
for children with autism and/or moderate, severe or profound general learning disabilities. We also understand
that managing device use at home can be challenging. The guidance below is intended to support families in
promoting safe, balanced and purposeful use of technology.

1. Purposeful Use of Devices

e Where possible, devices should be used for communication, learning, leisure or regulation, rather
than unrestricted access.

e Apps and content that support your child’s communication needs, routines, interests or sensory
regulation are encouraged.

e Avoid frequent switching between apps or videos, as this can increase dysregulation for some children.

2. Clear Routines and Boundaries

e Establish clear and consistent routines around when and where devices are used (e.g. after school,
before dinner, not at bedtime, during journeys).

e Use visual supports such as timers, schedules, symbols or countdowns to help your child understand
when device time is starting and ending.

e Short, predictable periods of use are often more effective than long, unstructured access.

3. Supervision and Safety

e Children should be supervised when using devices, particularly when accessing the internet or
video-based platforms.



e Where appropriate, use parental controls, restricted profiles or guided access to limit content and
prevent accidental access to unsuitable material.
e Headphones should be monitored to ensure safe volume levels.

4. Managing Emotional Regulation

e For some children, devices can become a strong preferred activity. Removing a device suddenly may
lead to distress or challenging behaviour.
e Where possible:
o Give advance warnings before device time ends.
o Offer a preferred alternative activity or calming transition.
o Keep language simple, calm and consistent.
o Ifdevice use appears to increase anxiety, agitation or sleep difficulties, consider reducing access
gradually and seeking advice from school or relevant professionals.

5. Communication with School

e Ifadevice or app is being used successfully at home to support communication or regulation, please
let the school know so that a consistent approach can be considered.

o Similarly, if difficulties are arising at home related to device use, sharing this information can help the
school support your child more effectively.

6. Modelling and Balance

e Children learn from what they see. Where possible, model balanced device use and include
opportunities for:
o Play
o Movement
o Sensory activities
o Interaction with others
e Technology should support your child’s wellbeing, not replace other important experiences.

More information and resources can be found on the National Parents’ Council
website: Primary | National Parents Council

Use of AAC and Assistive Technology at Home

Many pupils with moderate, severe and/or profound general learning disabilities use
Augmentative and Alternative Communication (AAC) or other assistive technologies such as
eye-tracking software, switch access or specialised keyboards to support communication,
understanding and independence. These tools are an important part of a child’s daily life and
should be treated differently from recreational screen use.



¢ AAC devices and assistive technology should be viewed primarily as a communication
support, not a reward or entertainment device.

» Where possible, AAC devices should be available to the child at all times, including
outside of designated “screen time”.

« Families are encouraged to support and model the use of AAC at home by:
o Allowing the child time to respond using their device,
o Using the device alongside the child to model language,
o Encouraging its use across everyday routines (e.g. meals, choice-making, play).

Managing Content and Access

e Ifthe AAC device is also used for games, videos or leisure activities, it may be helpful to:

o Use guided access, restricted profiles or visual cues to distinguish between
communication and leisure use,

o Agree clear routines around when nhon-communication apps are available.

e This can help reduce frustration and ensure the device continues to function as a reliable
means of communication.

Consistency Between Home and School

« Consistency is very important for children using AAC or assistive technology.
e Parents are encouraged to:

o Inform the school of any changes to apps, vocabulary sets or device settings,
o Share strategies that are working well at home,

o Contactthe schoolif difficulties arise with device use or access.

Respecting the Device

» AAC and assistive technology devices should be handled carefully and charged regularly.
e Devices should not be removed as a behaviour management strategy unless this has been
explicitly agreed as part of a planned, supportive approach.



